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Disclaimer

This documentin any form, software or printed matter, contains proprietaryinformationthatis the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
softwarelicense and service agreement, which has been executed and with which youagree to comply. This
documentand informationcontained herein may not be disclosed, copied, reproducedor distributed to anyone
outside Oracle without prior written consent of Oracle. Thisdocumentis not partof your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This documentis forinformational purposes onlyand is intended solely to assist you in planning for the
implementation and upgrade of the product features described. Itis not a commitment to deliver any material, code,
or functionality, and should notbe relied uponin making purchasingdecisions. The development, release, and timing
of any features or functionality described in this document remains atthe sole discretion of Oracle. Due to the nature
of the productarchitecture, it may notbe possible to safely include all features described in this document without
risking significant destabilization of the code.

Revision History
Thefollowing revisions have been made to this document since its initial publication.

DATE REVISION

August 2021 e Updated with new dynamic routing gateway (DRG) and Site-to-Site VPN enhancements
e Updated the document title to reflect the updated content

February 2020 Removed statement that NAT-T is not supported
May 2019 Initial publication
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Overview

Many vendors provide physical and virtual appliances that can build IP Security (IPSec) tunnels. Although these
products support standard IPSec tunnels, some incompatibility exists among the different vendors. This document
provides best practices for how to connect your on-premises network to Oracle Cloud Infrastructure (OCl) with the
most success by using a virtual private network (VPN) over the internet. It assumes that you’re familiar with routing
protocols and concepts, VPN (IPSec) technology and configuration,and OCl concepts and components. This
documentalso includes simple, redundant,and complex use cases to help you deploy various VPN solutions. It
doesn’t provide step-by-step instructions, butit does provide references to OCldocumentation. This documentis
vendorindependent.

Design Principles

When designing a VPN solution, considerthe following principles:

Hardware capabilities: Depending on the required workload, your infrastructure needs enough capacity to
supportthe required bandwidth from your on-premises networkto OCI. All the devices (VPN gateways,
routers, firewalls, and switches) and internet circuits in the infrastructure must be able to supportthe required
capacity. If one of the componentsin the path doesn’thave the capacity, the whole connectionis affected.
The VPN gateway needs enoughresourcesto encryptthe trafficatthe required capacity level.

Availability: Because the workloads thatyou deploy in the cloud are mission critical, you need to build
redundancyinto the solution to avoid downtime. You need hardware diversity and site diversity, if possible.
When you build a VPN solution with OCI, Oracle by default provides two gateways to terminate the tunnels.
Thetwo tunnels are always active, so allow traffic from both tunnelsinto your network.

Performance: A VPN solution uses the public internetto connectyour on-premises network to OCI. The
throughput of the connection depends on many things, such as the quality of the internet, latency between
your VPN gateway (edge device) and the Oracle VPN gateways, the bandwidth of the internetcircuit, and the
capacity of the VPN devices. If you need a morereliable connection, Oracle offers FastConnect, which
provides a robustand reliable connection over a private network.

Routing: Routing dictates how trafficis directed to the tunnels that you build. The tunnels could be inan UP
state on both sides, but if routingisn’tset properly, traffic doesn’t flowthrough the tunnel. Oracle’s Site-to-
Site VPN supports staticrouting and dynamic routing with border gateway protocol (BGP). Ensure that routes
are configured to withdrawfrom the route table when atunnelis down for proper failoverand thatthey have
the correct priority for failback.

VPN configuration: For two endpoints to establish an IPSec tunnel and for traffic to flow through the tunnel
successfully, the settings on both ends must match completely. Otherwise, the performance of the
connectionis affected. The next section provides recommendedsettings.

Security: Security also plays animportantrolein the overall strategy. Access lists enable you to allow specific
trafficto use the connection. Although routing and the encryption domain allowtrafficin a more general way,
access lists let you filter traffic more granularlyat the portlevel. This document provides little guidance about
access lists because their use depends on the type of trafficthat you wantto allow over the connection.

Cost: The infrastructure thatyou need to supportyour workloads has a cost associated with it. A VPN
solution mightsatisfy your requirements duringyour initial cloud deployment. As you grow, however, you
mightneed to upgrade your environment. If you continue to use a VPN, you might need to upgrade your
VPN gateway, or you might decide to moveto a private connection using FastConnect. Both options require
aninvestment.
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OCl Site-to-Site VPN (IPSec)

OCl Site-to-Site VPN (IPSec) enables you to connectyour on-premises network to a virtual cloud network (VCN),
which is deployed in one or more OClregions. Fromthe Oracle Cloud Console, configure the Oracle end of the VPN
connection. We recommend that you engage your networkingteam to configure the Site-to-Site VPNin the Oracle
Cloud Console and on your edge device. For instructions in the Oracle Cloud Console, see Setting Up Site-to-Site VPN.
Forinformation abouthow to configure your edge device, see CPE Configuration.

Figure 1 provides a high-level overview of the connectionand the different componentsinvolved in OCland your on-
premises network. The VPN configurationis done atyour edge device and in the Oracle Cloud Console.

Note: When you configure Site-to-Site VPN in the Oracle Cloud Console, Oracle provides you withtwo VPN gateways in the
region to terminate the tunnels. However, the VPN gateways aren’t objects that you can configure in the Console. In the
diagrams shownin this document, the VPN gateways are represented as independent components toillustrate the concepts
and the termination points for the tunnels, but mainly the connection terminates in the dynamic routing gateway (DRG).

Oracle Cloud Infrastructure (Region)

ven
ﬁustomer \ { Subnet i

- 00.0.00.0/00
Premises

[==]

|
|
|
|
|
|
|
|
g I - Gateway 1 |
= e e e e e e e e ——— ~

Customer Edge N\
Data Center Device \\ Dynamic Routing
N Gateway

|
|
o) |
xS ‘ Tsubnet 77T TTTTTTTTTTTOOS !
L) } { 00.0.00.0/00
|
|
|

VPN
Gateway 2

m—— Tunnel 1

==== Tunnel 2

Figure 1: OCI Site-to-Site VPN (IPSec) Overview

Recommendations for Your Edge Device

Your edge device can be a router, a firewall,an SD-WANdevice, or a virtual machine (VM), if it supports standard
IPSec tunnels. The edge device is managed and supported by your networkengineeringteam or by a managed
service provider. We recommend that you configure your VPN-capable edge device in your on-premises network with
the following guidelines:

e Supporttunnelmode encryption. Transport modeis not supported.

¢ Inyouron-premises network, use the IKE identifier as your edge device’s publicIP address. The remote IKE
identifier is the IP address of Oracle’s VPN gateways.

e |f youredgedeviceis behind a NAT device and you can’tset your edge device’s IKE identifier to match your
public IP address, you can modifythe Site-to-Site VPN configuration in the Oracle Cloud Console andenter
the correct private IP address of your edge device.

e By default, Oracle supports a single encryption domain. The encryption domain defines the “interesting
traffic” that's encrypted in the tunnel. Don’t create multiple encryption domains to accommodate the various
subnetsin the Oracle VCN of your on-premises network. Instead, summarize the subnetsinto a single
supernet—several subnets combined or summarized into one network with a single CIDR prefix.
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For example, if your VCN networkis 10.40.0.0/17and 10.40.128.0/17,and youron-premises network is
10.0.0.0/18,10.0.64.0/18,10.0.128.0/18,and 10.0.192.0/18, you can use either of the followingoptions to
create a single encryption domain:

Table 1: Encryption Domain Examples

ALLOW EVERYTHING SUMMARIZE SUBNETS

Source IP address: Any (0.0.0.0/0) Source IP address: Customer Subnet (10.0.0.0/16)
Destination IP address: Any (0.0.0.0/0) Destination IP address: VCN Subnet (10.40.0.0/16)
Protocol: IPv4 Protocol: IPv4

If you require multiple encryption domains for policy -basedtunnels, Oracle supports them on our new VPN
service,and it needs to be enabled for each tunnel. Inthe Console, if the Site-to-Site VPNis version 2, it
supports policy-based tunnels. Here, you can specify the CIDRs for on-premises and OCl.

Use the parametersin Table 2 for the most compatibility and success when connecting to OCIl. When more
than onevalueis shown, the bolded item represents the recommended parameter to use when configuring
your edge device. You can’t configure these parametersin the Console, butthe policies are already
preconfiguredto supportallthe options. If a parameterisn’tlisted in the table, it's not supported. Oracle
supportsthefollowing parametersfor IKEv1 or IKEv2. For the latest supported parameters check Supported
I[PSec Parameters.

Table 2: Phase 1 and Phase 2 Supported Parameters

ISAKMP POLICY OPTIONS (PHASE 1) IPSEC POLICY OPTIONS (PHASE 2)

ISAKMP version 1 IPSec protocol: ESP, tunnel-mode

Exchange type: Main mode Encryption: HMAC-SHA-256-128, AES-192-gcm,
AES-128-gcm, AES-256-cbc, AES-192-cbc, AES-

Authentication method: Preshared-keys 128-cbc

Encryption: AES-256-cbc, AES-192-cbc, AES-128- Authentication algorithm: HMAC-SHA-256-128,

cbe HMAC-SHA1-96

Authentication algorithm: SHA-2 384, SHA-2 256, IPSec session key lifetime: 3,600 seconds (1 hour)

SHA1 (also called SHA or SHA1-96)

Perfect Forward Secrecy (PFS): Enabled, group 5
Diffie-Hellman group: Group 2, group 5, group 14,

group 19, group 20

IKE session key lifetime: 28,800 seconds (8 hours)

Table 3 shows an example of your edgedevice’s configuration and howthe Oracle end is already configured
by using the recommended parameters from Table 2. The edge device and Oracle configurations are the
same.
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Table 3: VPN Configuration Example for Both Phases on Both Ends of the VPN

CUSTOMER EDGE DEVICE ORACLE

ISAKMP Policy Options (Phase 1) ISAKMP Policy Options (Phase 1)

® [SAKMP version 1 ® [SAKMP version 1

® Exchange type: Main mode ® Exchange type: Main mode

e  Authentication method: Preshared-keys e Authentication method: Preshared-keys
®  Encryption: AES-256-cbc ®  Encryption: AES-256-cbc

e Authentication algorithm: SHA-2 384 e Authentication algorithm: SHA-2 384

e Diffie-Hellman group: Group 20 e Diffie-Hellman group: Group 20

e |KE session key lifetime: 28,800 seconds e |KE session key lifetime: 28,800 seconds
IPSec Policy Options (Phase 2) IPSec Policy Options (Phase 2)

® |PSec protocol: ESP, tunnel-mode ® |PSec protocol: ESP, tunnel-mode

®  Encryption: AES-256-gcm ®  Encryption: AES-256-gcm

® Authentication algorithm: HMAC-SHA-256-128 e Authentication algorithm: HMAC-SHA-256-128
® |PSec session key lifetime: 3,600 seconds ® |PSec session key lifetime: 3,600 seconds

e Perfect Forward Secrecy (PFS): Enabled, group 5 ® Perfect Forward Secrecy (PFS): Enabled, group 5

e With mostVPN-capable edge devices, the IPSectunnel comes up only after “interesting traffic” is sent
through the tunnel. Interesting trafficis the trafficthat is allowed in the encryption domain. By default,
interesting trafficis initiated from the on-premises network. You can initiate the connection from an instance
onthe Oracle end only if you have configured the tunnel by using any -to-any for the encryption domain.

¢ SLA monitoring ensures thatinteresting trafficis sentand that the IPSec tunnel remains active. This
monitoring can be accomplished with a ping or probe. For Cisco devices, it's mandatory to configure an SLA
monitor for policy-based tunnels if the IP address of the edge device is part of the encryption domain.

e By default, Oracle generates a key per tunnel that’s available to you in the Oracle Cloud Console. You can use
it or provide yourown.

e OClsupportsIPSec NAT Traversal (REC 3947).

After the VPNis configured based on our recommendations, you can direct traffic to the IPSec tunnels. Routing and
security play animportantrolein this step. Evenif the VPNis configured correctly and the IPSectunnels arein an UP
state on both ends, traffic doesn’t flow throughthe IPSectunnelsif the routing or security lists are set incorrectly. To
ensurethatrouting and security lists are configured correctly on both OCland on-premises, consider the following
recommendations:

e Routing

o Configurethe on-premises edgedevice to ensure trafficdestined for the VCNis pointing to the VPN
edge device and the correct VPN or tunnelinterface.

o Whenusing staticrouting, ensure thatthe on-premises edge device withdraws the route from the route
table when thetunnelis down. Otherwise, itdoesn’tfail over properly.

o Because each Site-to-Site VPN connection hastwo tunnels, ensure that traffic can route through both
tunnels, and give the routes the correct priority.
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Security

O

For on-premises networks, ensure thatany firewallin the path to Oracle isn’t blocking any
communication with the VCN. This configurationis key for the success of the connection because the
firewall can block trafficfor tunnel enablement and interesting traffic.

Each Site-to-Site VPN connection hastwo tunnels, and you need to allow traffic through both tunnelsin
your firewalls. Don’ttreat the tunnels as active and standby because Oracle can use either tunnelto send
traffic.

Ensurethatthe firewalls or any other security listin your on-premises network allow ICMP type 3 code 4
messages, which enable path maximum transmission unit discovery (PMTUD)to determine the
maximum protocol data units (PDU) used during data transmission.

Following the design principles, we also recommend building redundant solutions and avoiding single points of
failure. Redundancy allows the connectionto persist even when Oracle, the vendoror carrier, or your organization
performsany maintenance in the network.

Identify any single points of failure in the network and eliminate them by deploying redundant or diverse
hardware and paths.

After Site-to-Site VPNis configured in the Console, Oracle automatically provides the public IP addresses of
two diverse VPN gateways within the sameregion for redundancy.

Advertise more-specificroutes through the primarytunnel and less-specific routes through the backup
tunnel for predictable failover and failback.

Recommendations for Oracle Cloud Infrastructure

In the Oracle Cloud Console, you needto create and enable some components to correctly configure the Site-to-Site
VPN. You cloud administrator or network team can do this configuration. For instructions, see Overview of

Networking.

Consider the following steps for a successful deployment:

1.

oA WN
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Create a dynamicrouting gateway (DRG).

Attach the DRG to your VCN.

Create a customer-premises equipment (CPE) object.

Create a Site-to-Site VPN connection.

Configurerouting:

O

During the Site-to-Site VPN configuration, specify youron-premises network prefixes. This configuration
tells the DRG how to reach your on-premises network.

The VCNin OCI must have aroute rule that points to the DRG attached to the VCNfor any routes
destined to the on-premises network. The route rule can bein the defaultroute table or in a subnet-
specificroute table.

You can control which subnetsin the VCN can communicate with your on-premises network. In the route
tables for each of your VCN's subnets, specify some subnets instead of advertising your whole on -

premises network.

Each Site-to-Site VPN connection hastwo tunnels,and Oracle uses any of them based on availability. The
traffic might be asymmetric between OCland the on-premises network. Ensure that trafficis allowed on
the on-premises network forboth tunnels.

ORACLE
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o Oracle providestwo VPN gateways for each Site-to-Site VPN connection. Oracle places the first tunnelin
the route table. If Oracle has aroute to the same destination, it always uses the oldest one. If the current
tunnel goes down, traffic fails over to the other tunnel. When the firsttunnelis restored, tr afficdoesn’t
fail back to it because the route from the restored tunnelis newer than the currentroute.

o TheDRG supports equal cost multi-path (ECMP), so for Site-to-Site VPN, the DRG places the routesfor
each tunnelin the routing table if ECMP is enabled.

6. Configuresecurity:

o Updatetheingressand egressrulesinthe subnet’s security list or network security groups to allow or
deny traffic back to the on-premises network.

o Use security lists or network security groups to control what trafficis allowed between the on-premises
network and the VCNat a more granular level.

o Ensurethatboththe VCN security lists and the instance firewalls allow ICMP type 3 code 4 messages,
which enable PMTUD to determine the maximum PDU used during data transmission.

Redundancy Testing

Redundancyis animportant design principle for an effective VPN solution. We recommend testing your design
during deployment to ensure thatthe routing is set correctly and that failover and failback work as expected. Use the
following steps for testing. These steps apply to allthe use cases described in the next section.

1. Ensureall paths (tunnels and FastConnect) are up.

2. |Initiate a continuous ping fromthe on-premises network to the VCN. Keep this ping running duringthe test.

3. Verify thatthe trafficis taking the primary path by doing atrace route and comparingthe results to the
design. Trace route works only if the devices in the path are allowed to respond to itand no firewalls or
security lists are blocking it.

4. Disable the primary path by shutting down the tunnelinterface or the FastConnectinterface. The ping fails
until the traffic failover to the backup path. For future reference, record howlongthe failover takes.

5. Performanothertrace route and compare the results to the results from step 3. The results are now different
and now match your design.

6. Enablethe primary path by bringing up the tunnelinterface or the FastConnectinterface. You mightseea
few packets drop as the trafficfails back to the primary path. With Site-to-Site VPN, traffic fails back to the
primary path if a more-specific subnetis advertised over the primary path and aless-specificroute is
advertised over the secondary path. If the samerouteis advertised over both paths, traffic doesn’t fail back.

7. Perform another trace route to verify thatthe trafficis taking the primary path. The result is the same as the
resultfrom step 3.

8. Thepreceding steps verify failover and failback. As an extra step, disable the backup path to verify that it
doesn’taffectthe solution. No packets should drop on your continuous ping. If you advertised the same
subnets over both paths, this step forces the traffic to fail back to the primary path.

9. Duringthistest, check the route table to ensurethata route is removed fromitwhen the pathisn’t available.
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Use Cases

This section describes typical use cases for connecting on-premises networkto OCl by using Site-to-Site VPN over the
internet. Routing requirements are provided foreach use case.

Note: When you configure Oracle Site-to-Site VPN, Oracle provides you with two VPN gateways in the region to terminate the
tunnels. However, the VPN gateways aren't objects that you can configure in the Console. In this section, the diagrams show
the VPN gateways represented as independent components toillustrate the concepts and to show the termination points for
the tunnels, but mainly the connectionis to the DRG.

¢ Singleregion, single customer edge device (standard availability, low cost)

¢ Singleregion,redundant customeredge devices (high availability, medium cost)

¢ FastConnectplussingleregion, single customer edge device VPN (high availability, high cost)

¢ Singleregion, multiple VCNs, single or dual customer edge device (high availability, medium cost)

¢ Dualregion, single or dual customer edge device (high availability, medium cost)

Single Region, Single Customer Edge Device

This use caseis the simplest design for connecting to OClusing a Site-to-Site VPN over the internet. It consists of one
edge devicein the on-premises network and two VPN gateways (default)in a single OCl region. The edge device can
be in your headquarters, a data center, a colocation facility, or in another cloud. The position of the edge device
depends onwho and what needs to communicate with OClfrom your on-premises network. Figure 2 shows the
general design of this use case.
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Figure 2: Site-to-Site VPN for a Single Region with a Single Customer Edge Device

Routing is necessary for the solution to work correctly. Figure 3 shows the routing details for the different
components. On youredge device, the VCN subnetis advertised through the two tunnels. We recommendthatyou
give priority to one of the tunnels. Oracle uses asymmetric routingacross the two tunnels that make up the Site-to-
Site VPN connection. Even if you configure one tunnel as primaryand the other as backup, trafficfrom the VCNto
your on-premises networkcan use any tunnelthatis up. As aresult, you can send trafficfrom on-premises network
to OCl through onetunnel while Oracle sends traffic to on-premises network through a differenttunnel. To avoid
symmetry, advertise more specific prefixes through one tunnel and less specific prefixes throughthe other tunnel, or
if using BGP, prepend one path.
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Figure 3: Routing for Site-to-Site VPN for a Single Region and a Single Customer Edge Device

When you create the Site-to-Site VPN connection, include allon-premises network prefixes if using staticrouting. To
avoid changing them in the future,include a supernetthat covers all on-premises networks. Use BGP to advertise
them dynamically and control prefix advertisement. On-premises network prefixes are entered on the Site-To-Site
VPN configuration noton the DRG. Figure 3 also shows that both tunnels use the same encryption domain.

If the edge device supports ECMP, you can enable it on both sides of the VPN, so trafficuses the two tunnels to
distribute itself. This configuration also eliminates any routingasymmetry.

Security lists must be updated accordingly to allow the traffic. However, this documentfocuses more on the network
because security depends on the differenttypes of applications and traffic allowed through this connection.

Single Region, Redundant Customer Edge Devices

One of the key design points highlightedin this documentis redundancy. The previous solution has a single point of
failurein the design:the edge device. To correct this issue, deploy aredundant edge device in the on-premises
network. This device can existin the samelocation as the primary device, in a different data center, or evenin another
cloud.

If the second edge device isin the same facility as the primary device, validate that both devices do not connectto the
sameinternet provider, the same LAN switch, or the same power unit. Thatis, ensure that your edge devices don't
sharea common pointof failure. If the second deviceis deployed at a different site, ensure that the two sites are
connected by your backbone and traffic can flow between them. For simplicity, Figure 4 shows the two edge devices
at the samelocation with two carriers connecting to the internet.

By default, Oracle provides two VPN gateways for you to create two tunnels fromeach edge device. As a result, you
have four tunnels, two tunnels per edge device, as represented by the brown and bluelinesin Figure 4. Also shownin
Figure 4, Oracle provides diverse VPN gateways per Site-to-Site VPN connection to both edge devices.
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If redundancyis maintained, you can choose not to create the second tunnel from each edge device. This
configurationis represented in Figure 5,in which Tunnel 2 (the dotted blue line)is removed from edge device 1 and
backup tunnel 1 (the solid brown line)is removed fromedge device 2. Oracle still provides the VPN gateways and
accepts the connection if you configure them. This design provides redundancy because each edge device builds a
tunnelto diverse Oracle VPN gateways. You can verify that the gateways are diverse by checking the third octetin the
IP address of the Oracle VPN gateway.
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Figure 5: Routing and Encryption Domain for Site-to-Site VPN for a Single Region with Redundant Customer Edge Devices

Now that the solution has atleast two fully diverse tunnels, ensure that routing is correctly set on both ends of the
connection. First, define the primary and backup tunnels. As depicted in Figure 5, Tunnel 1is the primary path and
backup tunnel 2 is the backup. To influence the routing, we recommend advertising specific subnets over the primary
tunneland advertising less specific or summarizedroutes over the backup tunnel. With this approach, trafficis
symmetrical. If the primary path fails, a less specific route is still available through the backup path. After the primary
pathis restored, trafficroutes using the more specific route advertised for the primary path. Remember to set your
routing to withdraw the route from the route table when the tunnelis not available; otherwise traffic doesn't fail over
to the backup tunnel.
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Figure 5 showstherouting for each of the components (the color assigned to the route highlights which path it
belongsto).In your on-premises network, influencetraffic to take the primary path (blue) based on your internal
routing protocol because both edge devices advertise the same VCN prefix. From the Oracle end, you advertise your
on-premises network for the primary (blue) path and advertise the default route through the backup (brown) path as
represented in Figure 5. You can achieve the same scenario by manipulating the metrics on BGP to prefer the primary
path.

Routingisindependent of the encryption domainconfiguration in the tunnels. With routing, you can decide what
trafficis sent to the tunnelinterface, while the encryption domain defines what traffic is encrypted and placed into the
tunnel.In Figure 5, the encryption domain (middle of the diagram)is the same for both tunnels on both sides,
allowing any traffic, while routingis handled at each end of the connection to make a primary and backup tunnel to
maintain redundancy. This solution maintains a single encryption domain per our recommendationeven though the
routing uses multiple and more specific prefixes.

FastConnect Plus Single Region, Single Customer Edge Device VPN

If your currentedge device doesn’t support the required new bandwidth, or youneed a more reliable connection, you
might need to upgrade your connectionby deployinga FastConnect solution to OCI. You can continue to use the Site-
to-Site VPN, but instead of using it as your primary connection, useitas a backup if it meets your backup needs.

FastConnectdoesn’tuse theinternet. Instead, it uses private circuits through Oracle partners, third-party providers, or
cross-connects. To avoid a single point of failure, deploy FastConnectand Site-to-Site VPN from differentedge
devicesin your network. When youuse FastConnect, you need to create a private virtual circuit (VC) between the on-
premises network and OCl, as represented by the top (solid green)linein Figure 6.
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Figure 6: FastConnect Plus a Single Region and a Single Customer Edge Device VPN

For routing, follow the same approach as the previous solution, in which you advertise more specific routes through
the primary path (now the VC) and less specific routes through the backup tunnels (Site-to-Site VPN). The DRG learns
on-premises prefixes on FastConnect through BGP and advertises the VCN subnets back to your edge device. The
DRG also has a static route for a defaultroute that points to the Site-to-Site VPN or could use BGP to learn your on-
premises routes dynamically through the Site-to-Site VPN.

Onyour end of the connection, you advertise to your networkthe VCN’'s subnetslearned by BGP over FastConnect
while advertising aless specificroute through the Site-to-Site VPN. If you can’'tadvertise the defaultroute through the
Site-to-Site VPN, you can manipulate the route accordingly based on the routing protocol that you usein your
network. For example, use AS prepend, or local preference. Figure 7 shows the routing for this use case.
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Figure 7: Routing for FastConnect Plus a Single Region and a Single Customer Edge Device VPN

Single Region, Multiple VCNs, Single or Dual Customer Edge Device

Cloud deployments might be initiated by different groups or business units within your organization. You mighthave
resourcesin multiple VCNs in the same region. This use case lets you use a Site-to-Site VPNto connectto a single OCI
region thathosts multiple VCNs. The enhancements deployed forthe DRG allow you to connectto multiple VCNs with

a single DRG. Figure 8 shows the general design of this use case.
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Figure 8: Site-to-Site VPN for the Same Region with Multiple VCNs—High-Level Design

Theexamplein Figure 9 uses only two VCNs connecting to your on-premises networkthrough single edge device.
You can use any of the previous use cases to build redundancy for this solution. To connect multiple VCNs to a single
DRG, ensurethatno IP addresses overlap between the VCNs and on-premises.
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From on-premises, advertise the subnets for both VCNs pointing to the tunnelinterface. You still maintain a single
encryption domainthatallows all the traffic (0.0.0.0/0). Each VCN's subnet needs aroute to reach the on-premises

network and the other VCN, as represented in Figure 10:

e VCN 1subnets need aroute for on-premises networkand for VCN 2 that points to the DRG.

e VCN 2 subnets need aroute for on-premises networkand for VCN 1 that points to the DRG. Youcan add a

specificroutetoit or use a defaultroute as shownin Figure 10.
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Figure 10: Routing for Site-to-Site VPN for the Same Region with Multiple VCNs with a Single Customer Edge Device

Dual Region, Single or Dual Customer Edge Device

Based on your geographiclocations, you might use VCNs in multiple Oracle Cloud Infrastructure regions. To enable
the resourcesin your on-premises networkto communicate with resourcesin these regions, youneed to create
independent connectionsto each region. For redundancy, you can use the second use case with dual Site-to-Site VPN

connections, or use the third use case to deploy FastConnectin each region.
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From the on-premises network, you can connectto one region and then jump to anotherregionby using aregion as
a transit network. However, we recommend deploying FastConnect or Site-to-Site VPN to both regionsfor
redundancy. Oracle allows resourcesin the VCNsin various regions to communicate with each other only by using a
regional peering connection (RPC). From the Oracle Cloud Console, you can setup an RPCin your DRG, as shownin
Figure 11.For moreinformationabout RPC, see Remote VCN Peering (Across Regions). These concepts apply for
both single and dual customer edge devices in your network. For simplicity, Figure 11 shows asingle customer edge
device.
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Figure 11: Site-to-Site VPN for Dual Regions with a Single Customer Edge Device
Therouting for this use case is the same as for the first use case, the two sets of tunnels (blue and green tunnelsin
Figure 12)areindependentfromeach other. The VCNand the subnetsin the VCN need a route that points to their
respective DRGfor traffic going to theremote VCN and to on-premises. Traffic between the VCNs uses the remote
peering connection, asindicated in Figure 12.
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Figure 12: Site-to-Site VPN for Dual Regions with a Single Customer Edge Device Routing
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